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H., Bounded Fault Detection Filter

Randal K. Douglas* and Jason L. Speyer!
University of California, Los Angeles, Los Angeles, California 90095-1597

A Kkey issue in practical fault detection filter applications is sensitivity to system disturbances and sensor noise.
In this paper, a stabilizing fault detection filter gain is found that bounds the JHz norm of the transfer matrix
from system disturbances and sensor noise to the residual. For multidimensional faults, a residual direction is
identified that enhances the fault signal-to-noise ratio while maintaining the Jo norm bound. By retaining the
fault detection filter structure, the practical applicability of the proposed approach is the same as for fault detection
filter designs found by conventional eigenvector assignment. In contrast to an unknown input observer approach
wherein noise is explicitly decoupled from the fault signal, a noise bounding approach does not impose additional
geometric constraints on the filter structure. This allows a given filter to isolate more faults, an important feature
because in practical applications low-order filter dynamics are common. Further, the possibility of ill-conditioned
filter eigenvectors, occasionally imposed by geometric constraints, may be reduced.

I. Introduction

NALYTICAL redundancy methods for fault detection and

identification use a modeled dynamic relationship between
system inputs and measured system outputs to form a residual pro-
cess.Nominally, faults are detectedas the residual processis nonzero
only when afaulthas occurredandis zero at other times. An example
of aresidual processfor an observable system when no disturbances
or sensor noise are present is the innovations process of any stable
linear observer. A detection filter is a linear observer with the gain
constructed so that when a fault occurs, the residual responds in a
known and fixed direction. Thus, when a nonzero residual is de-
tected, a fault can be announced and identified at the same time. Be-
cause process disturbancesand sensor noise also produce a nonzero
residual, the ambiguity must be resolved with an appropriate thresh-
old. Threshold selection schemes are not discussed here in any detail
except to say that a residual generator with an improved signal-to-
noise ratio should allow for a fault announcement algorithm with
improved false-alarm and miss-alarm characteristics.

An objective of a detection filter design in the presence of dis-
turbances is to reduce the component of the residual due to the
disturbance without at the same time degrading the component of
the residual due to the fault. This suggests as a cost function a ratio
of transfer matrix norms."? In the numerator is the transfer matrix
from the disturbance to the detection filter residual, and in the de-
nominator is the transfer matrix from the fault to the detection filter
residual. This formulation works well when only one fault is to be
detected. Generalized eigenvectorsolutionsare found using a parity
equationapproachin Ref. 1 and a quadraticoptimizationapproachin
Ref. 2. Unfortunately, for the detection filter structure where several
faults are isolated simultaneously, no similar problem formulation
is available. Edelmayer et al.> describe an H,, filtering approach
that minimizes the £, norm of the disturbanceresidual component.
Chung and Speyer* develop in detail a related game-theoretic filter.
In both filters, fault isolation is a feature to be developed. A multi-
objective method proposedin Ref. 5 allows for either a i synthesis
or an £, optimization. The filter design simultaneously bounds the
errorin an estimate of the fault signal, the residualcomponentdue to
system disturbances and sensor noise, and the residual component
due to structured system perturbations. Again, isolation of multiple
faults remains a difficult issue.
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The approach taken here is to retain the fault isolation structure
of the detection filter. The design follows two steps. First, bound the
‘H,, norm of the transfer matrix from the disturbance to the detec-
tion filter fault isolation residuals. Next, working within the noise
bound constraint, enhance the residual component due to the asso-
ciated isolated fault signal. This is done by maximizing the ratio
of the residual component due to a fault to the residual component
due to the noise. Note that by retaining the structure of a fault de-
tection filter, no additional conditions are imposed on the problem.
The practical applicability of the proposed approach is the same as
for fault detection filter designs found by conventional eigenvector
assignment.$

For one-dimensional faults, the primary effect of the first step is
to reduce noise transmission through the complementary space, the
state subspace independent of all detection spaces, and the second
step is not usually needed. This is because, generically, a fault de-
tection space is given by the fault direction itself, which means the
detection space is spanned by a single fixed eigenvector. The asso-
ciated eigenvalueis the only degree of freedom left, and so there is
no way to increase the residual componentdue to a fault without at
the same time increasingthe residual componentdue to the noise. In
practical applications, plant and actuator failures usually are mod-
eled as one-dimensional faults. Sensor faults generically require a
two-dimensional detection space, and so a design freedom exists
where a residual component due to a fault could be enhanced.

This paperis organizedas follows. SectionII givesa very quickre-
view of the Beard-Jones detection filter problem. Section III shows
that the detection filter gain is not unique and, given a set of invari-
ant subspaces that solve the detection filter problem, parameterizes
the set of detection filter gains. Section IV defines a disturbancero-
bust detection filter problem, and Sec. V provides a stabilizing and
'H o bounding detection filter gain by solving a modified algebraic
Riccati equation. Section VI enhances the residual component due
to the associatedisolated fault signal by solvinga generalizedeigen-
value problem. Section VII provides an application to a simplified
aircraft accelerometer and elevon fault detection filter where wind
and sensornoise is present. The example illustrates how a numerical
integration approach can be applied to solve the modified Riccati
equation. Section VIII contains a few concluding remarks.

II. Detection Filter Problem

A linear time-invariant system with ¢ failure modes can be
modeled®® by

q
X:Ax—l—Buu—i—ZF,-m,- (1a)

i=1

y=Cx+2q:E,-m,-

i=1

(1b)
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All system variables belong to real vector spaces x € X, u € U,
y € Y,andm; € M; withn =dim X, p = dimU, m = dim )Y, and
q; =dim M;. The input u and the output y are known. The failure
modes m; are vectors that are unknown and arbitrary functions of
time and are zero when there is no failure. The failure signatures
F,: M; — F; € X are maps that are known, fixed, and unique. A
failure mode m; models the time-varying amplitude of a failure,
whereas a failure signature F; models the directional characteristics
of afailure. Assume the F; are monic so thatm; # Oimplies F;m; #
0. Actuator and plant faults are modeled with F; as the appropriate
direction from A or B,. For example, a stuck actuator is modeled
with F; as the column of A associated with the actuator dynamics
and m;(t) = — u;(t) + u;. where u;. is a constant.

Sensor faults are most naturally described as an additive term
in the measurement equation (1b), that is, with F; =0 and E;
aligned with the faulty sensor. Thus, E;, a sensor failure signature
E;: M; = & C Y, is aknown, fixed, and monic map. A procedure
described in detail in Refs. 6, 7, and 9 and by example in Sec. VII
shows that, for the purpose of fault detection filter design, for every
E; there is an equivalent but higher-order F;. Thus the following
model is sufficient for design:

q
i=Ax+Bu+ Y Fm, (2a)

i=1

y=Cx (2b)

Note that no additional dynamics are needed. Also note that the
models (1) and (2) are equivalent only in the sense that they gen-
erate the same detections spaces as defined later. The input/output
properties of the two systems are quite different.

Consider a full-order observer of the form

f=(A+LC)% +Bu—Ly (3a)
r=Cxi—y (3b)

The state estimation error e =X — x dynamics are

q
¢=(A+LCye— Y Fm, )

i=1

If (C, A) is observable and L is chosen so that A + LC is stable,
then in steady state and in the absence of disturbancesand modeling
errors, the residual 7 is nonzero only if a failure mode m; is nonzero
and is almost always nonzero whenever m; is nonzero. It follows
that any stable observer can detect the occurrence of a fault. Simply
monitor the residual, and when it is nonzero, a fault has occurred.
A more difficult task is to determine which fault has occurred, and
that is what a detection filter is designed to do.

A detection filter is an observer with the property that when
m;(t) # 0, the error e(¢) remains in a (C, A)-invariant subspace
W; that contains the reachable subspace of (A+ LC, F;). Thus,
the residual remains in the output subspace CW;. Furthermore, the
output subspaces CW;, ..., CW, are independentso that

reZCW

has a unique representationr =z, + - -- +z, with z; € CW,. The
fault is identified by projecting r onto each of the output subspaces
CW;. The following statement of the detection filter problem is
essentially the same as that found in Refs. 6 and 7 but is stated in
the geometric language of Ref. 8.

Definition 2.1 (Detection Filter Problem). Given the system (2),
the detection filter problem is to find a set of subspaces W; C X,
i=1,...,q,suchthat the following conditions are met:

Subspace invariance:

(A+LOYW; CW,
Fault inclusion:

FiCSW;

Output separability:
cw, N (ch,—) =0
J#i
forsomemap L : Y~ X. O

When (C, A) is observable, Refs. 6 and 8 show that output sepa-
rability implies W, ..., W, are independent.

To ensure stability, the invariant subspaces WV, are usually cho-
sen as a set of mutually detectable, minimal unobservability sub-
spaces or detectionspaces.” An unobservabilitysubspace (UOS)is a
(C, A)-invariant subspace, (A + LC)7T €7 for some L, with the
property that, assuming (C, A) is observable, the spectrum of
(A + LC) may be placed arbitrarily. The detection space 7 * is usu-
ally found as a minimal UOS because there is no known parame-
terization of all UOS and algorithms exist to compute the minimal
UO0S.%® For example, Ref. 6 computes the detection space as the
null space of a certain observability matrix. In Ref. 8 the detection
space is found using transmission zero vectors. Finally, a mutually
detectable set of detection spaces 7%, ..., 7. is one that satisfies
Definition 2.1 such that the spectrum of (A + LC) may be placed
arbitrarily.

Whereas the UOS are invariant subspaces, disturbances and sen-
sor noise also may be transmitted through the complementary space,
thatis, an independent state subspace A; 7# 0 formed when the sum
of the independent detection spaces does not complete the state
space, 7" ® - @ T @ X=X

III. Detection Filter Gain Parameterization

Given a set of subspaces W, ..., W, that solve the detection
filter problem, the next problem is to characterize the set of maps
L : Y+ X suchthat L € NY_,LOWV;) where LOV,)={L| (A +
LCYW; C€W.}. A first stepis to find a set L(WV) for any one (C, A)-
invariant subspace WW. Proposition 3.3 parameterizes L € L(W) in
two parameterso : CWH W and B : YV X. Then, given a set
of (C, A)-invariant subspaces W, ..., W, that solve the detection
filter problem, Proposition 3.4 parameterlzes L en!_[LOW) in
q + 1 parameters oy, ...,a, and B. First, a lemma from Ref. 6
Lemma 1, except for the geometric language, is restated to provide
a solution to a generalized inverse problem. Lemma 3.2 provides a
few well-known properties of projections.

Lemma 3.1.1et B :U+— X,C : X+ Y,and D : U — ) where
B is monic. Then a general solution of CB = D for C is given by

C=DPy+K({— Py) (5)

where Pp: X+ X is any projection such that Im Pz =Im B,
Pg:X+—U is the natural projection where BPy= Pz and
K : X +— )Y is arbitrary.

Lemma 3.2.Let C: X — Y andlet P : X — X be any projection.
Then Ker P C Ker C if and only if C = C P. Now letKer P =Ker C
and let V decompose P as VVT =P and VIV =1. Then CV is
monic withImCV =ImC.

An easy way to find a projector P that satisfies Lemma 3.2 is
to find the singular value decomposition of C. For C=UXVT
where ¥ is a diagonal matrix of nonzero singular values, the V
of the lemma are the right singular vectors of C. Thus P =V V7T
andCV=UZVTV=UX is monic withImC =ImUX.

Proposition 3.3. Let WCX be a (C, A)-invariant subspace
with insertionmap W : Wi— X. Let P : W W be any projection
where Ker P =Ker CW and let F decompose P as FFT =P and
FTE=1. Let H : Y — Y be anotherprojectionwhere Im H = CW
and let H be the associated natural projection that satisfies
CWFH=H and HCWF =1. Then L:)Y+ X satisfies (A +
LCYW =W Ay forsome Ay : W W if and only if

L=(—AWF + Wa)H + B(I — H) ©)

forsome o :CWH Wand 8: Y X.
Proof. See Appendix A. d
The remark following Lemma 3.2 shows that F is the set of right
singular vectors of CW.
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Proposition 3.4. Let Wy, ..., W, CX be a set of (C, A)-
invariant subspaces that solve the detection filter problem and let
the W; : W, — X be the insertion maps. Let P;, F;, H;, and H; as-
sociated with W, be as in Proposition 3.3 but partially specify the
kernal of H; and H; as

ZCW_,— C Ker H; = Ker H;
i#i

Also, define the projection
q
Ho={1-Y_H,
i=1

and the associated natural projection H,. Finally, define a set of
maps

LOV) ={L: Y X |[(A+ LOW, CW);}
Then L € NY_ LOW,) if and only if

q
L= (AW, F; + Wia) H; + p Hy ™
i=1
for some g : Im Hy—~ X and o; : CW; = W, wherei =1,...,q.
Proof. See Appendix B. a

IV. Disturbance Robust Detection Filter Problem

Section III showed that a detection filter gain associated with a
set of detection filter solution spaces Wi, ..., W, is easy to find
but generally is not unique. In this section, the W, ..., W, are
found as for the deterministic case, but the nonuniqueness of the
detectionfilter gainis treated as a degree of freedomin the detection
filter design. This leads to the definition of a noise robust detection
filter problem where the objective is to find a detection filter gain
that minimizes or bounds a norm of the transfer matrix from the
disturbance to the residual.

The linear time-invariant system of Eq. (2) with g failure modes
is extended to include disturbances as

q
)'c:Ax—}—Ba)—f—Buu—}—ZFimi (8a)

i=1
y=Cx+ Dw (8b)

The input w includes dynamic disturbances and sensor noise and is
square integrable over [0, 00).

The error dynamics and residual of a full-order filter have the
same form as the observer (3) and (4)

q
¢=(A+LC)e—(B+LD)w— Y Fm, (9a)

i=1
r=Ci—y=Ce— Do (9b)

Because only forcing terms differentiate the residual process of the
observer (3) and (4) from (9), the detection filter structure does
not change with the introduction of disturbances and sensor noise.
However, with the residual driven by an unknown signal, a nonzero
residual does not necessarily mean a fault has occurred.

An objective of a detection filter design in the presence of dis-
turbances is to reduce the component of the residual due to the
disturbance without at the same time degrading the component of
the residual due to the fault. This suggests as a cost function a ratio
of transfermatrix norms.!> The transfer matrix from the disturbance
to the residual is in the numerator, and the transfer matrix from the
fault to the residual is in the denominator. Unfortunately, this for-
mulation requires some assumption about the functional form of
the fault because a transfer matrix norm does not convey much in-
formation about the size of a transfer matrix output when nothing
can be said about the input. Because it is a standard and reason-
able assumption that process and sensor noise is white or nearly so,

only the transfer matrix from the disturbance to the detection filter
residualis retained in the definition of a noise robust detection filter
problem.

Before continuing,itis necessaryto carefully define whatis meant
by the component of the residual due to the fault. Define z; as a
projection of the observer residual (9) onto the output subspace
CW;. Let H; : Y+ ) be any projection onto CW; and along the
CW); 4, so that

CW,=ImH,, Z CW; CKer H,
j#i

Let H; be the associated natural projection and define Z;, a fault
residual, as

7 = Hr (10)

Using H; ratherthan H; in Eq. (10) does notchange any information
givenby the faultresidual but is convenientlater when certain matrix
inverses are needed.

Now consider that for a system with ¢ faults as in Eq. (8) there
are ¢ transfer matrices from the system disturbance to each of the
fault residuals Z;, Eq. (10). There are several ways to proceed. One
approach is to define a multiobjective problem where a detection
filter gain L is found that in some way simultaneously bounds or
makes small all of the transfer matrix norms || 73, ||, for example, a
Pareto optimal solution. Another is to abandon the structure of the
full-orderdetectionfilter for a system of ¢ residual generators.!” The
q reduced-orderfilter gains are found independently of one another
with the penalty that the order of the combined system usually is
somewhat larger than the full-order detection filter. The approach
taken here is to combine the fault residuals into a single detection
filter output as follows.

Define a combined fault r~esidualz € (CW, x --- x CW,) by
forming a map H from the H; in the expected way :
2= Hr, H" =[H], ... H] (11)

The combined fault residual z provides the same information as
the fault residuals, but it combines the Z,, ..., Z, so that a single
cost function can be defined for the detection filter. A noise robust
detection filter problem is to find a set of subspaces WV, that solve
the detection filter problem of Definition 2.1. Then, given the W,
and the associated filter gain sets

LOV,) ={L; | (A+L,CO)W, CW,}

find a filter gain L € NL(W;) that bounds or minimizes some norm
I T, | where T, is the transfer matrix from the disturbance w to the
combined fault residual z of Eq. (11).

Notethat L is foundin a two-step process. First, a set of subspaces
W; is found that satisfies Definition2.1. Then amap L is found from
the set NL(W;). The alternative is to find L from the union of sets
NL(W;), where the union is taken over all sets of subspaces JV; that
satisfy Definition 2. Although the latter statement certainly is more
general,itis impracticalbecausethere is no known parameterization
of all (C, A)-invariantsubspaces W;.

V. . Bounded Detection filter

The main result of this section is a proposition that provides an
‘H norm boundingdetection filter gain. Before this resultis stated,
a more general H,, norm bounding theorem is needed. Consider an
observer with error dynamics and output

¢e=(A+LC)e+ (B+ LD)w (12a)
z=C.e+D.w (12b)

The following theorem and corollary provide a filter gain L that
stabilizes the filter and bounds the H ., norm of the transfer matrix
fromw to z. This standard resultis mainly from Lemma 1 of Ref. 11,
and so no proof is provided here.

Theorem 5.1. Consider a system G with the form (12) and where
[A — BDT(DDT)~'C] has no purely imaginary eigenvalues and
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(DDT)~! exists. Suppose there exists a scalar real constanty > 0
and a symmetric positive definite real matrix ¥ > 0 that satisfies
the following algebraic Riccati equation:

0=(A+LC)Y+YA+LC)T +(B+LD)B+LD)T

+y2(vc! + BDT)(vc! + BDT)' (13)

Then (A + LC) is stable and |Gl < [y? + 02, (D,)]'/* where
omax (D;) is the largest singular value of D,.

When the terms of Eq. (13) are manipulated to isolate L, a corol-
lary that provides an L that stabilizes G and bounds || G|| », follows
immediately.

Corollary 5.2. Suppose a symmetric positive definite real matrix
Y > 0 satisfies the following algebraic Riccati equation:

0=[A-BD"(DD")"'C+y2BD!C.]¥
+Y[A-BD"(DD")"'C +y2BDIC.]
+B[I - D"(DD")"'D + y?D!I'D,|B"

—y[cT(DDT)'C —y2ClC )Y (14)
Then for
L=—XCT+BD"YDD")! (15)

(A+LC)isstableand |Gl < [y2+02, (D.)]"? where 6, (D)
is the largest singular value of D,.

Standard results strengthen Corollary 5.2 by replacing Eq. (14)
with conditions on an associated Hamiltonian matrix and adding a
system detectabilityrequirement.'” That is not done here becausein
the next propositionthe Riccati equation (14) is modified to provide
a detection filter gain and has no associated Hamiltonian matrix.

In the detection filter problem, L is constrained to generate a
set of ¢ invariant subspaces Wi, ..., W,. There is no reason to
expect that L, at the same time, should satisfy Eq. (15). In the next
proposition,Eq. (15) is modified so that L satisfies both constraints.
When the modified relation is substituted for L in Eq. (13) and L is
eliminated, the result is an algebraic Riccati equation with an extra
term. The modified Riccati equation has no associated Hamiltonian,
and conditionsfor the uniqueness or even the existence of a solution
are unknown. However, Ref. 13 reports success in finding iterative
numerical solutionsto a similar relation arising from a decentralized
control problem. An example in Sec. VII illustrates the application
of a numerical integration approach.

Before stating the main proposition, it is convenient to rearrange
the detection filter error dynamics by combining the error dynam-
ics (9) with the detection filter gain (7). Then the problem of choos-
ing the parameters oy and o, ..., o, has the same form as the
problem of choosing a set of ¢ + 1 constant feedback gains for the
system

q
=Ae—l§a)—ZF,-m,-+W1u1+~-

i=1

+ Wu, +uy (16a)

v = FllCe—FIIDw, up =y (16b)

(16¢)

Vg = I:Iqu—I:IqDa), U, = a,y, (16d)

yo = H,Ce — HyDw, Uy = apyo (16¢)
where

A=A+1LcC (16f)

B=B+LD (16g)

i:—iAW,. L, (16h)

Proposition 5.3. Consider the system G with output given by
Eq. (11):

A -B W w, I
HC | -HD 0 --- 0 O
G=|HC|-HD 0 -+ 0 0
HCc|-AD 0 -~ 0 0
HC|-HD 0 --- 0 0
Define
H,C H,D
C2 - ~: N D21 - ~: N V - DZlDle
H,C H,D
H,C H,D
and the partitioning matrices Iy, . .., T, and I,
I 0 0
=" o= My=|°
0 I 0
0 0 I

such that

n/[C,. Dy = [H,C, H;D], M§[Cy, Dy = [HyC, HyD]
Now define a set of projections Py,, ..., Py, where Im Py, =
Im W; and define a set of associated natural projections Py, that
satisfy W; PW = Py,. Assume (A BD Vo 'C,) has no eigenval-

ues on the imaginary axis. Let y > 0 be a constant real scalar and
suppose there exists ¥ > 0 such that

0=[A—BD},V'C,+y*BD"H"C,]¥
+Y[A- BDLV'C,+y?BDTHTC,]'
+B[I - D},V~'Dy +y D" H"HD]B"
—Y[CIV='C, —y2CTHTHC Y

q
+ [Z(I — Py (vl + éDZTl)VIH,-FI,-D:|

i=1

T
q
|:Z(I — Py)(vcl + BD, )VIH,-FI,-D:| (17)

i=1

Then

a; = =Py, (YCI + BDL)v'm,

a, = =Py, (Y¥CI + BD})v'1I,

oy = —(YCI + BDI)V~'T,

stabilizes G and bounds the transfer matrix T.,, as || .o |00 < [y +
o2 (HD)]"? where 0, (H D) is the largest singular value of H D.

de

Proof. The transfer matrix 7., is

Ar | —Br
T =
HC | —HD
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where

q
Ar=A+ Z W, H,C + aoH,C

i=1

q
By =B+ ZW,-a,-H,-D—}—aOHOD

i=1

By Theorem 5.1 and because (A — éDle V~1C,) hasno eigenvalues
on the imaginary axis, it is sufficient to show that § = 0 for some
Y > 0 where

S=ArY+YA] + B; B
+y 2(¥C" + BD"YH" H(YCT + BD")"

The rest of the proof involves algebraic manipulations that put S in
the form of the modified algebraic Riccati equation (17). a

V1. Fault Enhancement

As discussed in the Introduction, it is not enough to bound the
residual componentdue to the process disturbancesand sensornoise
because this might, at the same time, make the fault residual com-
ponent small. The approach taken here is to enhance each fault
residual component while maintaining the disturbance and sensor
noise bound.

One approach is to consider a cost function given as the fault
signal to noise ratio

|7

= 2 L. (18)
|z

o
This is the cost function givenin Ref. 1 for a set of parity equations.
Results from Ref. 14 may be applied to maximize Eq. (18) with
respect to a stable postfilter Q, that is,

, et 19
fer.l,

Ji

As suggestedin Ref. 14, the cost (19) is simple in that it uses only a
single pair of frequencies. Furthermore, if the frequency content of
a faulthappens to be the same as for the disturbance, there can be no
fault enhancementeven if the ratio (19) is large. This does not mean
that the cost is inappropriate, rather that a robust design requires
careful attention to an even distribution of the singular values of
QOT,,,,; and that they be greater than the maximum singular value of
T

Although an H,, norm might be chosen for its tractability and
immediate application to robustness, it is suggested in Ref. 5 that
an £; norm is an appropriate measure for the fault transmission
signal. The choice of the signal or transfer matrix induced norm is
determined, ideally, by a description of the physical system and its
operatingenvironmentand, pragmatically,by the available synthesis
tools and whether the resulting filter design is feasible to implement.
The approach developed here is based on the signal £, norm and
provides a simple constant gain mapping found by solving a set of
eigenvalue problems.

First, consider the fault detection filter transfer matrix for the
fault isolation residual z;. By the filter unobservability subspace
structure, only the fault m; influences residual z;, and so a reduced-
orderrealizationis written. The subscripti is dropped for notational
convenience:

é(t) = Aé(t) + Fm(r) + Bo (1)
2(1) = Cé(t) + Dym(t) + Dy (1)
The error e lies in the factor space

éex/ZT_,-

J#i

the observable factor space with respect to z. All maps are taken as
induced on this factor space. Now consider signals m (t) and w(?)
as elements of £,(—o0, 0] spaces of appropriate dimensions and
define the controllability operators

0
Yt Lo(—00, 0]> R £ / e A"Fm(t)dr

0
V1 L2(—00, 0]~ R & / e *"Bw(7)dr

o0

Then z = z,, + 2, where z,, and z,, are residual components due to
m(t) and w(?) given by

Zn (1) = C’eA’EO,n = C_'e/i’wmm
2,(1) = Cetey, = CeMyr,0

A detection filter fault enhancement problem may be stated as fol-
lows. Consider the residual components z,, and z,, as elements of
L,[0, T] spaces where T is an observation window. Find a constant
mapping ¢ that maximizes a cost defined with respect to the worst
case fault isolation and disturbance transmission signals

2
7= ”qTZm £500,7] (20)

o722 0oy

The worstcase signalsz}; and z, are given by optimizationproblems
to be defined shortly. Note that ¢” z}, and ¢” z}, are scalar functions
of time. When maximized with respect to g7, the cost J penalizes
large residual components due to a disturbance w and small residual
components due to a fault m.

The choice of the observation window T and the fault detection
threshold is a design decision based on the functional form of the
expected faults and disturbances. A detailed discussionis found in
Ref. 15. However, it is worthwhile to point out that a window of zero
length, T = 0, is not practical. First, because faults and disturbances
enter the residual directly through D,, and D,,, it is not possible to
distinguish a fault from a disturbance at any one point in time.
Second, the operators that map signalsm(t) and w(t) € L,(—00, 0]
to the respective residual components at time ¢ = 0 are given by

¥, L2(—00, 0] R™ £ Cy,,m(t) + D,,m(0)
Yo L2(—00, 01> R" £ Cyr,w(t) + D (0)
These operators are not bounded. For example, let

i —h<1<0
my () = {O o @n

Then m,,(t) € L£,(—00, 0] and |m,,|| = 1 for all & but ¥,,m, — oo
as h — 0. Hence, further restrictions on m and @ need to be made
before a cost function such as the following could be used:

|| Cum + Dyym(0) |
IC Y@ + Dy (0) | R

A well-knownresult'® is that for a given nitial state &, the small-
est signal w € £,(—00, 0] that produces e, has a norm given by

inf  |llol?120) =2y, } =2} X', (22)
o o

[0
we Ly(—o0,

where X, is the controllability gramian given as the solution to the
steady-state Lyapunov equation

0= AX, + X,A” + BB"
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A worst case initial state ¢, is found by maximizing the ratio

lzal% o 7,
J,= sup — =l
we Ly(—00,0] ”wllﬁz(—oo,O]
- T iT. A7~ 1 -
eOTw(j;) eA TCTCetr dr)eow
= max e —
e, #0 eOwa €,

This is solved as an eigenvalue problem

T
(Xw / AT T Gt dr) €0, = Moma €0, (23)
0

with J,, = Ay The worst-casesignalis givenby 27 (1) = Ce?'e,,.
Note that in the case where T = 00, J,, is the Hankel norm of the
transfer matrix T,,.

Similarly, find a worst-case fault by maximizing the inverse ratio

T v_l=
eO,,, Xm eOm

Zop £0 = T T A7/ i _
o #0 5T (j;) eATTCT CeAr dT>eo,,,

so that e, is the eigenvector associated with

—1
T
(Xm / eAch'TéeAfdf> 20, = dms @0, (24)
0

Now maximize Eq. (20) with respect to ¢ using e, and ¢, from
Eqs. (23) and (24). This is solved as another eigenvalue problem

.

= Amax (25)
q#0 ”qTZw

o

where

T
T
C/ ehey, el M T drCT )| g
0
T T
= xmax(é / eﬁfé()(ué&ueAT’dréT) q (26)
0

Finally, the controllability gramians in Eq. (26) for the case T =
oo may be found as solutions to a pair of steady-state Lyapunov
equations. Let

T T
— Ars ST ATt — SAT =T ATt
Xo, = / e'tey, e, e *dr, Xo, = / e"tey, ey e” Tdt

0 0

Then

0= AXo, + X0, A" + &2, 0= AX,, + X, A" + &, e,

VII. Application to an Aircraft Fault Detection System

This example considers a simplified aircraft fault detection filter
that monitors an elevon actuator and normal accelerometer in the
presence of wind and sensor noise. The design approach includes
bounding the H., norm of the transfer matrix from the wind and
sensor noise to the filter residual. In this example, other approaches
such as the unknown input observer' are difficult to apply. An un-
observability subspace formed with respect to the wind, thereby
decoupling the wind from the fault isolation residuals, happens to
be nonmutually detectable with respect to the faults. The faults and
the wind direction combine to place a system transmission zero
at 0.002, forcing any fault detection filter design with these fault
directions to have an unstable closed-loop pole.

The dynamics of an F16XL are linearized about a trimmed level
flight condition at 10,000 ft altitude and Mach 0.9. The five-state
model includes longitudinal dynamics only, no lateral dynamics

and no actuator dynamics. A first-order Dryden wind gust model is
included:

X = Ax + B,w + B;$, y=Cx+ Dv

The states are

u  =longitudinal body axis velocity, ft/s
w  =normal body axis velocity, ft/s

q  =pitchrate, deg/s

0  =pitch angle, deg

w, =wind gust, ft/s

The measurements are

q  =pitchrate, deg/s

o =angle of attack, deg

A, =normal acceleration, ft/s’

A, =longitudinalacceleration, ft/s

The disturbances are

o  =wind gust, ft/s

v,  =pitchrate sensor noise

v,  =angle-of-attack sensor noise

V4, =normal accelerometer sensor noise

va, =longitudinal accelerometer sensor noise
The input is
8 =elevondeflection angle, deg

All disturbances are zero-mean uncorrelated white noise pro-
cesses with unit spectral density. The port and starboard elevons
are modeled as a slaved system because only longitudinaldynamics
are consideredfor this simple example. The elevon actuatordynam-
ics are not included. The system matrices are

—0.0674 0.0430 —0.8886 —0.5587 0.0430
0.0205 —1.4666 16.5800 —0.0299 —1.4666
A= 01377 -1.6788 —0.6819 0 —1.6788
0 0 1.0000 0 0
0 0 0 0 —1.1948
0 —0.1672
0 —1.5179
B, = 0 1, B; = | —9.7842
0 0
1.57 0
0 0 1.0000 0 0
0 0.0591 0 0 0.0591
€= 0.0139 1.0517 0.1485 —0.0299 0
—0.0677 0.0431 0.0171 0 0
0.01 0 0 0
D= 0 0.143 0 0

0 0 0.245 0
0 0 0 0.245

Now consider a fault detection system with two faults: a nor-
mal accelerometer sensor fault and an elevon fault. The normal
accelerometer fault can be modeled as an additive term in the mea-
surement equation

y=Cx+ Ej s, where E,. = 27)

S = O O
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and where (4, is an arbitrary time-varying real scalar. For the pur-
pose of determining an associated detection space, the fault E 4, in
Eq. (27) is equivalent to a two-dimensional fault F,_ (Refs. 6, 7,
and 9)

X=Ax+Fymy  with  Fyo=[Fi. F1]

where the directions F}, and F}_ are given by

E,.=CFl, F2. = AF.,

so that

0 0.9986
0 0.0534
Fi.=]0 0
1 0
0 0

The elevon fault is given simply as F5 = B;. Because CF,_, CF3 |
and C F; are all nonzeroand becausenone of the triples (C, A, F/iz),
(C, A, sz), and (C, A, Fs) have invariant zeros, the minimal un-
observability subspaces for the faults are given by the fault direc-
tions themselves, that is, 7,* = Span F_, 7>* = Span F} , and
71 = SpanFj. The faults are mutually detectable, and so there are
no constraints on the spectrum of the detection filter.

The first step toward finding a fault detection filter gain is to
find L as in Eq. (16h). This gain forms an observer with the cor-
rect detection space structure but without regard to stability or any
performance considerations:

L= —Xq:AW,ﬁ,-ﬁ,-
i=1

Considering the two-dimensionalnormal accelerometersensor fault
as a pair of output separable faults, the F; are identity matrices
and the W, are just the fault directions themselves. To find the H;,
let F = [F,,, Fs] and form the left inverse of CF as (CF)™* =
(FTCTCF)"'FTCT™.Now take H,; as the first two rows of (C F)™*
and Hj as the third row. Finally L = —AF,,H,, — AF;H; and all
components needed to apply Proposition 5.3 are now given.

Application of Proposition 5.3 involves solving a modified al-
gebraic Riccati equation. One approach that has achieved practi-
cal success is to form a modified differential Riccati equation and
to numerically integrate until a steady state is reached. An initial
condition for the integration is chosen by solving the algebraic
Riccati equation found by truncating the modifying quadratic term.
Choosing an H,, bounding parameter y = 1.35 results in a fil-
ter with eigenvalues —27.1035, —2.0181, —0.3846, —0.0041, and
—0.8413.

Figure 1 shows the maximum singular values in decibels of two
fault detection filter transfer matrices. One is from the wind dis-
turbance and sensor noise to the residual that isolates a normal ac-
celerometer fault. The other is from the normal accelerometersensor
to the same residual. A third transfer matrix, one from the elevon
deflection, is zero, as it should be, and is not shown. Figure 2 shows
the maximum singular values of transfer matrices to the elevon
fault residual. Here the transfer matrix from the normal accelerom-
eter sensor is zero and is not shown. In both figures, the residual
is scaled so that the dc gain of the disturbance componentis O db.
Both faults have been scaled by 2 to emphasize that fault detec-
tion in the presence of disturbancesresolvesto a threshold selection
problem.

Note that in the case of the elevon fault both the residual and
the detection space are one dimensional, and so the associated fil-
ter eigenvector is fixed. There is no way to increase the residual
component due to the fault without at the same time increasing the
component due to the noise.

This is not the case for the normal accelerometer residual be-
cause it is two dimensional. A fault enhancing residual direction is
found from Eq. (26) as ql.T = [-0.57, —0.82]. The singular value
frequency responses for the improved residual are also shown in
Fig. 1. Disturbance reduction is seen mainly at frequencies above
1 rad/s. A modest increase in the fault signal is seen at all frequen-
cies.

Figures 3 and 4 show residual histories where white noise is
applied to the wind gust model and the sensors. Figure 3 shows the
normal accelerometerresidual history when a 2 ft/s? biasis added to
the accelerometersignal after 1 s. Figure 4 shows the elevonresidual
history when a 2-deg bias is added to the elevon deflection after 1 s.
Clearly, in both cases, a hard fault is detectable with an appropriate
threshold.!s

\ T - T

\ Enhanced Residual \ Accelerometer Fault
2 Residual Components b
0 —]

Decibels

-10

Disturbance and Sensor Noise
Residual Components

12k §
Enhanced Residual
14 Ll N | 1 ) : I
10 10" 10 10’ 10° 10’

Frequency (rad/sec)

Fig.1 Magnitude of transfer functions to the normal accelerometer fault isolation residual.
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T T
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Disturbance and Sensor Noise
Residual Component
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30 I 1

Residual Component
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f 2
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Fig.2 Magnitude of transfer functions to the elevon fault isolation residual.

25 T T T T T T
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Fig.3 Normal accelerometer faultisolation residual; 2 ft/s? accelerom-
eter fault occurs atf=1s.
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Elevon Fault Residual
o 3

o
T

) \ . . . . . . . .
0 0.5 1 15 2 25 3 3.5 4 4.5 5
Time (sec)

Fig. 4 Elevon fault isolation residual; 2-deg elevon fault occurs at ¢ =
1s.

VIII. Conclusions

Several approachesto disturbancerobustfaultdetectionare avail-
able. The noise boundingapproachpresentedhere is most applicable
when disturbancescannot be decoupled from faults because of low-
order filter dynamics or separability concerns or when decoupling
the noise imposes an ill-conditioned filter eigenstructure. The ge-
ometric structure that allows for fault isolation in an H,, bounded
fault detection filter is preserved by modifying an algebraic Riccati
equation. A theoretical concern is that this equation has no asso-
ciated Hamiltonian and no analytically derived solution. However,
in practice, convergent numerical schemes have been successfully
applied.

Appendix A: Proof of Proposition 3.3

Proof. (=) Assume L satisfies (A + LC)W = W Ay, for some

map Ay . Then LCW = —AW + WAy and
LCWEF = —AWF + WA, F (A1)

Now F is defined so that FFT isa projection with KerCW =
KerF FT and FT F = I. Therefore, by Lemma 3.2, CW F is monic
and by Eq. (A1) and Lemma 3.1

L=(—AWF +WAyF)H + B — H)
Therefore (A + LC)W = WAy

= L= (—AWF +Wa)H + (I — H)
where @ = Ay F and /3 is anything.

(<) Suppose L = (—AWF + Wa)H + B — H). Now
HCWF = CWFandHCWF—I andsoLCWF—( AWF +
Wa) and

(A+LOWF = Wa (A2)
The term Fis defined so that FFTisa projector with Ker CW =
KerFFT and FTF = 1. Therefore, by Lemma 3.2, CW =
CWFFT, and it follows that CW(I — FET) = 0 and

Im[W({I — FFT)]SWNKerC (A3)
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Because for any (C, A)-invariantsubspace WV it is true that AOV N
Ker C) €W, it follows from Eq. (A3) that for some Ay,

AW — FFTy = WA, (A4)
and
(A+LCOW( — FETy = WAy,
By Eq. (A2), (A + LC)WFFT = WaFT . Therefore
(A+LOW = W(aF" + Ay)
and L = (—AWF + Wa)H + B(I — H)
= (A+LC)W = WAy

where Ay = oFT + 5W and where AW satisfies Eq. (A4). Note
that Ay = Ay (I — FFT), and so

szaﬁT+Aw(1_ﬁﬁT)

By Lemma 3.1, Ay, is a particular solutionto a = Ay F. O

Appendix B: Proof of Proposition 3.4

Proof. (=) Assume L € L(W;). Then L satisfies (A+ LC)W,; =
W;Ay, for some Ay, : W W for i=1, g ThereforAe

LCW, =_AWI +WiAW,‘ and LCWII:—\‘I = _AWIE +WiAWi17i
and
LICW\F,,...,CW,F,]

= [(-AW\F + WAy, F)). ..., (“AW,F, + W, Ay, F))]
(B1)

The I:", are defined so that I:", 1:"1.7 is a projector with
Ker CW; =KerF; F and F]" F; = I. Therefore, Lemma 3.2 shows
that InCW; =ImCW;F; and CW;F; is monic. Because the
Wi, ..., W, solve the detection filter problem, they are output sep-
arable, which means the output subspaces CWi, ..., CW, are in-
dependent. Therefore, [CW, Fy, ..., CW, F,]is monic.

In Proposition 3.3 Ker H is not specified and is not important.
Here, however, H;CW; =0, and so if H is the projection

H=Xq:H,-

i=1

then
HICW,Fy,...,CW,E,] =[CW,F,,...,CW,F,]
A natural projectionfl associated with H is
H,
H=| :
H‘I
because
R R N q . q
[CW\Ey,...,CW,F,1H = ZCW,-F,-H,- =S H=H
and

H[CW,F,,...,CW,F,] = diag(H,CW, F;) = I

Because [CW, I:"I, ..., CW, I:"q] is monic and H and H meet the
requirementsof Lemma 3.1, the general solution of Eq. (B1) for L is

L=[(-AW\F, + WAy, F), ...,

(AW, E, + W,Ay, F,)]H + B — H)

q

i=1
q A ~ A
= Y (AW + Wi, + p(I — H)
i=1

where a; = Ay, I:", and /§ is agything. Finall)i, it follows directly
from the definitions of H and Hy that for any 8 there exists 8 such
that (I — H) = BH,. Therefore,

q
L =Y (AW, + W) H; + pH,

i=1
(¢<) Assume

q
L= (AW, F; + Wia) H; + pHy
i=1

q

i=1

where the equality follows from the definitions of H and Hy. Be-
cause H; H; =0,

i=1 J#i
Then

L= Xq:(_AWiﬁi + Wi H; + B (I - Xq:HI)

i=1 i=1
q A ~
= > (AW E + W B + 1= H ) - H)
i=1 J#i
= (AW, F, + Wia) H;
+ [Z(_AWfﬁj + W) H; + B (1 - ZH;'>:| (I — H;)
j#i J#i
Therefore, L has the form
L= (_AWiﬁi + Wiai)[:Ii +8U —H)

where

B = Z(_AWfﬁj + W) H; + ﬂ(l - ZHj)

j#i j#i

By Proposition 3.3, L € L(W;) for each W,, which means L €
N_ LOV). .
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